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Multi-type data anomaly detection in power system state estimation
using support vector machine

Guo Jiahui Hou Yueting Ding Lei Jin Zhaoyang
(Key Laboratory of Power System Intelligent Dispatch and Control,Shandong University, Jinan 250061, China)

Abstract: To address performance issues in state estimation caused by anomalous data in power systems, this paper
proposes a multi-type data anomaly detection method for power system state estimation based on support vector machine
(SVM). Firstly, extreme learning machine is proposed to enhance prediction accuracy in forecasting-aided state
estimation (FASE). Then, SVM is utilized to detect various types of data anomalies, including bad data, load changes,
and single-phase grounding, by incorporating prediction data, measurement data, and estimated values. To optimize
SVM parameters and improve classification accuracy, the grey wolf algorithm is suggested to tackle the issue of penalty
factor and kernel function parameters. Finally, simulations are conducted on real distribution systems, specifically the
IEEE 33 and DTU 7K 47 systems, using data from different scenarios. The proposed method achieves accuracy
improvement of 26. 08% and 26. 76 % and calculating speed improvement of 46. 05% under normal operating conditions.,
and a comprehensive enhancement of 32.04% and 29.27% in accuracy under data abnormality scenarios. The results
demonstrate that the proposed method is highly generalizable and real-time, effectively detects various types of data
anomalies, and enhances the performance and accuracy of state estimation.

Keywords: forecasting-aided state estimation; anomaly detection; extreme learning machine; support vector machine;

grey wolf algorithm
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Fig. 2 Principle diagram of SVM classification
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Table 2 Comparison of anomaly detection accuracy with

different optimization methods across various data types

0
Bk IEEE 14 IEEE 39 IEEE 57

SVM(C=2, g=1) 97.51 97.06 97. 66
GS-SVM 98.59 98. 71 99. 33
PSO-SVM 98. 67 98.92 99.19
GA-SVM 98. 41 99. 51 99. 05
GWO-SVM 99. 33 99.78 99.78
ABC-SVM 99. 06 99.73 99.79
FA-SVM 98.67 99. 57 99. 50
CS-SVM 99.12 99. 03 98.99
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Table 3 Comparison of anomaly detection accuracy and
computational time with different optimization methods

under various noise types
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1 Y Ttn %% /0 > 3/«
MR/, s
SVM

(C=2, g=1 96. 32 96. 14 0.002 9
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GA-SVM 99. 27 99. 27 0.003 8
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CS-SVM 99. 23 98. 64 0.005 3
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Table 4 Classification accuracy of data anomalies in IEEE
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i e W R/ %
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TR i 99. 83
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Fig. 6 RBF data classification diagram
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Table 5 Comparison of detection accuracy between proposed

method and other methods
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Table 6 Comparison of detection accuracy under different

data anomaly error rates

N TR SR B AR 1 22 2 I HERf 2/ 0%

H 20% 40% 60% 80% 100%
Hk[8] 56.51  60.89  65.37  66.28  67.92
XHk[9]  59.36  62.57  66.23  66.34  68.25
Sek[10]  91.83  93.21  96.23  98.97 99. 32

AL 94.37 95.79 97.13  99.06  99.58
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Table 7 Comparison of classification accuracy of data

anomalies with Laplace noise

ok IEwEE AR WREE A
WWR/ % WM/ % R/ % ETR/ %
SCHkS] 70.5 57.02 17.75 4. 84
XHkL9] 70. 5 11. 94 99. 81 4. 84
k[ 10] 95.5 96. 32 99.57 100
AL 97.58 99, 52 99. 92 100
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HymZkm emk(s]  Sumk[9]  Sck[1o0] A
EH 67.88 68. 35 93. 26 94. 23
B R 59. 54 72.07 97. 29 99. 12
I AH B 60. 27 75.85 97. 87 99. 23
= AH R 62. 89 74. 24 98. 46 99. 16
Ui 55. 69 60. 65 94.73 97.97
R EHE 65. 36 99. 35 99. 32 99. 67

2% 7 AT T B0 I 0P B 30 M A L R T T
o0 30 MR P R RS AR B L H SVML 20 24K SR 1 R B0 w0 10
WK

DIEEE 33 ¥ &5 5714 DTU 7K 47 95 5 30 s
RGN BB L3R

S IE TR Y SVM 4r 23R A L R G AR R
AR 53 A0 2O IR B L T RGBT 9 ol P B BT
IEEE 33 %8574 % DTU 7K 47 35 8 £ 3 I h W & G2 i
T,

P12 DTU 7K 47 WS ES B M RGELSH & 7
NSERGA 3 AN A 4 AT KL B, P
B30 12,15 Fl 15 MW,

B Sk B PMU #1 SCADA, 1 8 i % 8 BF
Ne WHEFAR LA, LR EN VB=10 kV, LR T
i Sb=10 MVA, R % 15 min #F47 — WAR S A
IR

B A 0T



B-43

150KV e #/

‘ — B-9
B-5 é
B-35
B-10 2
B-6 Bg -2
B3I

B-7 —
B2 Bt B36

B-33

© Rzl

g 150KV/60KV Zg6iyt [ 150KV FLHLR
é 60KV/10KV ASH i

10KV-0.4KV Bl | 10KV ST

7 F}# DTU 7K 47 35 sl F S ELH M R 50
Fig. 7 Danish DTU 7K 47-node active distribution

network system
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Table 8 Measurement configuration of DTU 7K 47-node system

A ] W2/ % A
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Table 9 Comparison of classification accuracy for different data types in different node systems %)
WRARG =RV EH BA R P T e =R e AR AR N g
SCHRCS ] 68.91 57.11 57.21 58.91 54.95 65.97
SCHRC9] 69. 22 70.52 71.23 73.15 60. 33 98. 29
IEEE33 o
SCHER[10] 92.57 93.82 95.71 96. 42 90. 21 98. 34
A3 95.13 97.72 98. 83 98. 99 94. 21 99. 10
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DTU 7K 47 o
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