2024 B B
$43% FBH

DOI:10. 19652/j. cnki. femt. 2406168

MRS HA

T ZYNQ BgnZE & Z/ g1+ 5L

ARAERT ko m't HREm'’
(1. A¥F N EESE F¥KR KR 030051:2. b A¥E FMRABKAEREE LI E KE 030051)

 OEREEE MM K SR ELZ U RMNBEZ S E R CRFBERC TR ERR
Do 2 308 A i K o H0 A o AR 22 1938 P 88 S R0V A R o TR LA 1 R I B R ST R T T 2 AT BT E SR R T
PRBE AL S 22 TR G 8E T . H A AY = ZON 88 AR HE 5 (AES) 78 4b B R B0E B2 ik 25 77 78 I8 301 22 Pl 55 4518 £ B
. FXF DL L R, XF A& 58 AES I Sk it 47 T 046 76 AES I Bk LIMA T Arnold B FLS ¥ . i@ 23 43 #t Arnold # #L %
TR N RCR PR . RS ZYNQ REEAT T I AR Sk A5 R R W] IR G B AES BB T UM A S RE .
KB G0 % s AES Jin % 5k s Arnold 28

hESES. TNI75;TNI14 X HEARIREG A EXRirREZERNSER: 510.50

Design and implementation of ZYNQ image encryption algorithm
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Abstract: With the continuous expansion of communication networks, the increasing variety of services, and the
increasing requirements for communication security, traditional cryptographic algorithms can no longer meet the needs of
modern network communication. Nowadays, many common cryptographic algorithm system standards are widely used in
many industries due to their unique algorithm advantages, and they have become a key tool to ensure the security of data
transmission. The current advanced encryption standard ( AES) algorithm has many defects when processing large
amounts of data, such as poor encryption effect and weak attack resistance. In order to solve the above problems, this
paper optimizes the traditional AES encryption algorithm, adds the Arnold scrambling algorithm to the AES encryption
algorithm, and improves the effect and attack resistance of the encryption algorithm by smashing Arnold scrambling in
blocks. Finally, the functional verification is carried out on the ZYNQ board, and the results show that the optimized
AES algorithm achieves the expected effect.
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